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Disclaimer #1

I do not work in 
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Disclaimer #2

BSI were involved



Disclaimer #3

My opinions? 

No. Yours.
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32

15

9

22

12

7

27

12

9

0

5

10

15

20

25

30

35

Providers Client Industry

Stakeholders Interviewed Organisations Separate Interviews



1. What standards currently exist for penetration testing?

2. What industry bodies exist for organisations and individuals engaging in 
penetration testing?

3.  Is there a need for additional standards, or to modify existing standards?

Study Aims



1. Individual qualifications.

2. Standards for organisations:

1. For providers.
2. For clients.

3. The engagement process and provider performance.

4. Recommendations for standardisation.

Talk Structure



Individual Qualifications

… and non-UK qualifications?



Strong opposition to standardisation for individual qualifications.

1. Evolution of skill requirements.

2. Success of UK technical bodies.  That’s not to say there aren’t 

problems …

Do we need an independent (from the industry) penetration testing 

body?

Findings



Consortia/private standards for providers:

1. CESG CHECK Company

2. CREST Member Company

Consortia/private standards for clients:

1. Cyber Essentials

2. PCI DSS

Formal standards:

1. ISO/IEC 15408 (Common Criteria) and supporting standards.

2. A minor role in ISO/IEC 27001.

Organisational Standards



Consortia/private standards raising professionalism and uptake of 

formal standards by providers (notably ISO/IEC 27001 and ISO 9001).

There were criticisms of a lack of independence from the industry.

Common Criteria too unwieldy, but standardising a basic methodology 

was suggested.

Penetration testing in compliance assessments?

1. Link between penetration testing and security control disparate and 

poorly documented.

2. Confusion about Cyber Essentials’ implementation.

Findings



The Engagement Process



"The quality of the marketing collateral of penetration testing companies leaves 
a lot to be desired.  I think it's a marketplace that's shrouded in mystery and 
myth. It's very difficult as a person wishing to purchase penetration testing 
and IT Health Check services ... to assess the marketplace and find out 
whether or not your potential vendors will satisfy what you require, other 
than them being able to say that they're CREST or CHECK registered ... it 
almost feels like you need to be an expert yourself to buy an expert to 
come in and help you ... Being able to come up with a framework with which 
you can engage these suppliers, and understand the nature of the different 
tests that they will do, and how they will treat that information in terms of 
reporting it back, and there being some consistency across the marketplace ... I 
think that would be a very welcome development.”

A Client of Penetration Tests

On the Issues of Terminology
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Is there consistency in the 

services delivered

across the industry?

Straw Poll



Terminology issues rampant. Standardisation widely supported (18 

providers; 5 clients; not all stakeholders questioned). 

The industry is aware … PTES is attempting to address it.

De facto standardisation of pre-engagement activities, but large 

providers are perceived as becomingly increasingly “faceless”.

Regulations, punishments, and scoping issues … IT Health Checks.

Outsourced services and the level of authorisation for testing.

Legal awareness for non-UK tests … there’s a lack of it.

Pre-Engagement Findings



We’re aligned to OWASP.

Whatever’s available.

A combination of everybody’s.

Our internal methodology is based on all that stuff.

Providers on methodologies

OSSTMM, OWASP, NIST 800-115 mentioned.

The curious case of OWASP ASVS.

Engagement Findings



"I've never seen any 'wow' reports, but a lot of bad ones"

"Shocking"

"Generally very hit and miss"

"Appalling"

Providers on providers



"The quality varies immensely ... the quality can be atrocious"

"Often basically a Nessus output in PDF format"

"Very impressed"

"... great deal of variability"

"Some are atrocious; others well thought out"

"The quality of the document was high"

"No significant quality variation"

"Some are so shocking, it's hilarious"

Clients on provider reports



The bigger the client, the bigger the issues with reporting quality.

Structure is largely consistent across the industry.

1. Management sections still too technical.

2. Technical section best practices include root cause analysis, 

engagement narratives, and appendices of test data.

Beyond the high-level, issues start to surface …

Post-Engagement Findings (1)



1. Metrics.

2. Quality of recommendations.

3. Validating fixes.

Are providers doing enough?

Beyond the high level structure



CESG do audit (it hasn’t stopped the criticism); CREST don’t.

The challenges of doing it … opposition and client confidentiality.

If not audits then what about guidelines?

Do We Need To Audit Reports?



How to tame the "Wild West" of the penetration industry without hindering it?.

1. Terminology standardisation.

2. Reporting guidelines.

3. Penetration testing auditing guidelines (notably for ISO/IEC 27001).

So what can you do about it?

@william_knows

Recommendations



Q&A


