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“Who uses LOIC

these days 

anyway?”
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whoami

• Network Intrusion Analyst

• Countercept | MWR InfoSecurity

• Staffordshire University Graduate

• BSc Computer Networks & Security

• Dissertation/FYP – “Evolution of DDoS Attacks”

• Perimeter Operations Analyst – GlaxoSmithKline

• Firewall Engineer

• Cisco/Check Point junkie
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CSC/WHA mentions

• http://cybersecuritychallenge.org.uk/

• Fantastic resource for anyone looking to get into Cyber

• Need help building/developing challenges/games

• https://www.whitehatters.academy/

• CSC Alumni Group

• Community for anyone who has previously attended a 

CSC F2F

• Dedicated industry channel

http://cybersecuritychallenge.org.uk/
https://www.whitehatters.academy/
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Agenda

• What is DDoS

• Attack Types

• Volumetric

• Protocol

• Application

• Motives

• Prevention/Mitigation

• Summary
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What is a 

DDoS attack?
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Or
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Or
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Resulting in…

{Sad face meme here}
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Essentially…

• It’s an attack on the availability of a resource or service

Confidentiality

Integrity Availability
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How?

• We’ll get to that…
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Why?
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DDoS attacks are growing!

(Arbor Networks, Inc WSIR 2014)
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But…

• Everyone always thinks of DDoS attacks in terms of size
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DDoS attacks are growing!
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http://www.digitalattackmap.com/

http://www.digitalattackmap.com/
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http://www.digitalattackmap.com/

http://www.digitalattackmap.com/
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But…

• Bandwidth/size isn’t everything!

• Sometimes a more strategic/tactical approach is more 

effective ;)

• Cleverly crafted

• Stealthy
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Historically…

• Bandwidth was limited

• Harder to attack/defend

• Attacks were misunderstood

• Firewalls/IDP

• Lack of dedicated 

SP’s/dedicated hardware

• Outlawed in 2006
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Types of Attacks

• Volumetric – Bandwidth based

• ICMP Flood/Smurf/UDP Flood/UDP Amplification

• Protocol Attacks 

• SYN Flood/Sockstress/HTTP Flood

• Application Attacks

• Slowloris/R-U-Dead-Yet
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Volumetric Attacks

• The one we’ve all heard of!

• ICMP Floods/HTTP Floods/UDP Floods

– UDP Reflection/Amplification

• Sheer brute force attacks! (cave-man style)

• Minimal complexity

• Utilises massive botnets of compromised hosts

• Large amounts of bandwidth required
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Volumetric Attacks
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Volumetric Attacks – how?

• How can we improve on standard volumetric attacks?

• Reflection

– Spoof source address so attack is firstly sent to 

target1, and a response is sent to target2

– Works best with session-less/stateless protocols 

(UDP)

– Hides the source address making 

attack more difficult to block 
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Volumetric Attacks – how?

• How can we improve on standard volumetric attacks?

• Amplification

– Abuse services/protocols to result in the 

amplification of traffic

– DNS - Open recursive DNS resolvers 

– NTP - NTP servers supporting the MONLIST command



Labs.mwrinfosecurity.com  |  © MWR Labs 24

Volumetric Attacks – Amplification

Protocol Bandwidth Amplification Factor

DNS 28 – 54

NTP 556

SNMPv2 6.3

NetBIOS 3.8

SSDP 30

CharGEN 358

QOTD 140
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Volumetric Attacks – how?

• Target only has a limited amount of resource!

• A) Bandwidth Saturation

– Flood targets’ links so no legitimate traffic can get 

through (most common)

• B) Resource Starvation

– Flood targets’ infrastructure and overload it such 

that it cannot deal with legitimate traffic (more 

complex)
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Volumetric Attacks – how?

• If an attacker can generate and deliver more traffic than 

the target can take, a Denial of Service occurs

if sizeof(attacker.traffic()) > sizeof(target.bandwidth()) {

gameover() //DoS occurs here

}

• It’s that simple!

• That’s why people use LOIC!
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Volumetric Attacks – Smokescreen attacks

• More commonly volumetric attacks are being used as 

part of a smokescreen attack

• Large DDoS attacks are used to divert the attention of 

companies

• More commonly 

volumetric attacks are 

being used as a 

smokescreen attack

• Large DDoS attacks are 

used to divert the 

attention of companies
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Volumetric Attacks – how?

• So why use any other attack?

• Volumetric attacks are noisy and easy to spot!

• With the correct mitigation in place, traffic can be 

redirected before it floods the target

• ISP’s can easily block or rate-limit traffic

• Bandwidth is becoming cheaper, so attacks need to be 

larger for them to be successful! 
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Alternatives?

• Plenty
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Protocol Attacks

• Network communication relies on an array of different 

protocols

• Some of these can be abused to result in a DoS occurring

• TCP SYN Flood

– Flood a target with TCP SYN packets

– Results in half open connections

– Limit reached = no more connections accepted

• Slightly more complex, less bandwidth required
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Protocol Attacks

• If we jump back 15 years:

• Ping of Death

– Oversized packet which was commonly mishandled 

and resulting in the target crashing (65,535+ bytes)
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Protocol Attacks

• Sockstress

– A collection of attacks which utilise raw TCP sockets 

to establish non-standard TCP sessions

– Connection Flood Stress - Based on NAPTHA, does not 

keep track of TCP connection states 

– Zero Window Flood – Advertises a window size of 0, 

resulting in the target buffering data to memory and 

leads to memory exhaustion

• Reasonably complex, less bandwidth required
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Application Attacks

• Attacks the application protocols themselves – typically 

layer 7

• Slowloris

– Uses partial HTTP requests to fill up the connection 

pool of a target

– Carriage Return Line Feed (CRLF) is missed off 

requests
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Application Attacks

• RUDY (R-U-DEAD-Yet)

– Similar to Slowloris, but utilises the HTTP POST 

method

– Advertises a long content-length, before drip feeding 

data holding the session open

– Repeated until all sessions are exhausted

• Requires minimal bandwidth and very little resource 

(mobile phone over 2G)
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Attack

Summary

High level 

overview of 

the different 

attack 

characteristics
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Motives 

• Why do people perform DDoS attacks?

• Common presumptions

– Extortion – profit

– Smokescreen Attacks

– Hacktivism

– Script Kiddies? (Targeting online games/generic 

websites)
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Interestingly… 

(Arbor Networks, Inc WSIR 2014)
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Prevention/Mitigation

• Depends entirely on the type of attack!

• Best practises!

– Implement BCP38/RFC2827 – Source IP address 

spoofing

– Not relying on traditional defences!

– Defence in Depth
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Prevention/Mitigation
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Volumetric Prevention/Mitigation

• Application Reverse Proxies

• Front end for applications (proxies connection)

• Load Balancing

• Global/Local load balancing 

• Dedicated DDoS Mitigation/Prevention Appliance

• Lots!

• Route Blackholing/Sinkholing

• Re-route traffic for analysis or to drop it

• IPv4 Anycast
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Volumetric Prevention/Mitigation – IPv4 Anycast

• Single IP assigned to 

multiple hosts

• Traffic is routed to nearest 

instance

• Allows for volumetric 

attacks to be spread across 

geographical locations
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Protocol Prevention/Mitigation

• Firewalls - packet filtering

• Deep packet inspection

• IDP – signature analysis

• Application Reverse Proxies

• Understand application requests

• Host based controls

• Apache/IIS Modules 

• Traffic statistical analysis
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Application Prevention/Mitigation

• Traffic statistical analysis

• Traffic profile analysis – bursty/probes

• IDP – signature analysis

• Firewalls - packet filtering

• Deep packet inspection

• Application Reverse Proxies

• Understand application requests

• Host based controls

• Apache/IIS Modules 
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Defence in Depth!



Labs.mwrinfosecurity.com  |  © MWR Labs 46

Who uses LOIC these days anyway?

• 600,000 downloads from sourceforge so far this year!
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Mac and Linux users too apparently

15%
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Summary

• Not all DDoS attacks are the same!

• Understand the difference!

• DDoS Attacks are going to keep growing

• Both in complexity and in size!

• Fully understand the different attacks to be able to 

properly mitigate each of them.

• Never, ever give in to DDoS threats and pay

• Attacker is still likely to perform the attack after 

receiving payment
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Future Work

• Further explore use of IPv4 Anycast with TCP traffic

• Explore further popular protocols that can be exploited

• Fuzzing

• IPv6 (little more fresh) 

• IOT – What network defences are being built in

• Case Study – “Use of DDoS attacks in Cyber Warfare”

• DaaS/Booter Services
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Thanks to…

• Sam Brown – for using his face (@_samdb_)

• Alexios Mylonas – University tutor who helped guide 

my research



Labs.mwrinfosecurity.com  |  © MWR Labs 51

@MattWatkins93 | @mwrlabs

Questions?


